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COUNTERING THE THREAT OF BIOTERRORISM IN IOWA 
Forrest W Nutter, Jr. 
Professor, Department of Plant Pathology 
Iowa State University 
Summary 
One of the basic tenets of plant biosecurity is that the presence, actual or predicted distribution, 
intensity, and economic impact of any yield-reducing factor(s) must be known. The 
development of a real-time, GIS-based (geographic information system) reporting system for new 
and emerging agricultural pathogens and pests is extremely relevant in the era of agricultural 
bioterrorism. The goal is to establish a real-time, GIS database network to report, monitor, 
map (temporally and spatially), and predict the spread of new and emerging plant diseases and 
pests. This database network can also be used to geospatially and temporally monitor endemic 
pathogens/pests. Diagnostic records from the Regional Diagnostic Centers coupled with remote 
sensing, GIS, GPS, atmospheric transport models, and weather-based GIS risk prediction models, 
offers an integrated system of technologies to help ensure the production of a safe and affordable 
US food supply. 
Introduction 
Background 
Biological warfare has the potential to have severe negative impacts on the political, social, and 
economic factors of society (1 , 4, 8, ll , 13, 22, 25, 61, 67, 74-76). The attack on September ll, 
2001 , as well as the use of Bacillus anthracis (anthrax) as a weapon in the fall of 2001, are two 
recent examples that demonstrate that the US is vulnerable to attacks by terrorists. Agricultural 
bioterrorism can be defined as the intentional use of a biological organism as a weapon to 
strike (with terror) against a target human population by adversely impacting its agricultural 
biosecurity. The United States National Research Council (NRC) concluded in a 2002 report 
that US agriculture is vulnerable to bioterrorism directed against agriculture and that the nation 
has inadequate plans to deal with agricultural bioterrorism (36, 38, 39). The use of biological 
weapons to attack livestock, crops, or ecosystems offers an adversary the means to wage a subtle, 
yet devastating form of warfare (9, 24, 25). The recent (May 2003) detection of BSE in cattle at 
a single location in Alberta, Canada has had a devastating effect on the agricultural economy of 
Canada. This single report has brought fear and doubt to Canadian and US citizens regarding 
the ability of our two nations (and other nations) to produce a safe and affordable food supply 
(8, 36, 66, 74, 75). It has been estimated that the accidental or intentional introduction of 
harmful biological agents continues to cost the US economy, public health, and the environment 
more than $100 billion annually ( 64). 
Needs assessment 
The potential for (and consequences oD intentional bioterrorism attacks directed at US 
agriculture is now recognized as a serious threat to US agriculture and its economy (l, 8, 14, 
66, 74-76). Such attacks could come from foreign or domestic terrorists (13, 24, 25, 30, 37, 
75). Although efforts to deter and prevent the introduction of new and emerging agricultural 
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pathogens and pests have significantly increased since September ll, coordination within and 
among key federal, state, Land Grant Institutions, and private industry for the detection of, 
response to, and recovery from, potential or confirmed agricultural threats is largely lacking. The 
recent NRC Report "Countering Agricultural Bioterrorism" concluded that "As of spring 2002, 
no publicly available, in-depth interagency or interdepartmental plan has been formulated for 
defense against the intentional introduction of biological agents directed at agriculture". We 
cannot afford to be overconfident that efforts to prevent or deter acts of agricultural bioterrorism 
will, by themselves, ensure the biosecurity of US agriculture (31, 33, 39, 66, 76, 78). As a 
nation, we must also have a coordinated and effective detection, monitoring, and response 
system in place to mitigate terrorists acts aimed at US agriculture. This Achilles heel greatly 
threatens US agricultural biosecurity and requires immediate attention. Improved threat 
surveillance, detection tools, real-time monitoring (mapping) and coordinated information 
delivery systems need to be developed. 
Enhancing the value of the Regional Plant Diagnostic Centers 
Communication and coordination among laboratories and the Regional Plant Diagnostic Centers 
is vital for determining appropriate and rapid response/mitigation measures (39). The recent 
establishment of a National Plant Diagnostic Network (NPDN) that consists of five Regional 
Diagnostic Centers provides the infrastructure to: (i) facilitate intra- and inter-regional diagnostic 
collaboration, (ii) make accurate and rapid diagnoses/identifications, and (iii) gather temporally 
and geospatially-referenced diagnostic data. The mission of NPDN is to enhance national 
agricultural biosecurity by quickly detecting new and emerging pathogens and pests that threaten 
US agriculture. The NPDN has tremendous potential to facilitate the rapid exchange of critical 
diagnostic information within and among the five Regional Diagnostic Centers. During crises, 
the exchange of real-time information concerning the rapid detection of emerging diseases and 
pests, the documented GPS geographical distribution (i.e. , GIS disease/pest prevalence maps), 
and the predicted distribution and establishment of new and emerging (and endemic) diseases 
and pests, is paramount to effectively mitigate potential impacts. This can only be accomplished, 
however, if there is a coordinated effort among the five Regional Diagnostic Centers to develop 
compatible hardware and software platforms. To date, three of the five Regional Diagnostic 
Centers, The Great Plains Diagnostic Network (GPDN, Kansas State University), the North 
Central Plant Diagnostic Network (NCPDN, Michigan State University), and the Northeast 
Plant Diagnostic Network (NEPDN, Cornell University) have agreed to coordinate hardware 
and software to communicate and share diagnostic data in real-time. Combined, these three 
Regional Diagnostic Centers cover 29 states, including Iowa. Moreover, these three Regional 
Diagnostic Centers each have future plans to utilize geographic information systems (GIS) to 
map, in real-time, the geographical distribution of confirmed occurrences of new and emerging 
(and endemic) plant pathogens and pests. Rather than having these Regional Diagnostic Centers 
each develop their own GIS capabilities, it would be more cost effective and efficient to have one 
research team develop compatible GIS capabilities for these three (and eventually five) Regional 
Diagnostic Centers and my laboratory has submitted proposals to obtain external funding to 
accomplish this goal. ESRI GIS software is now the official USDA software package for all GIS 
applications. An ESRI GIS server could be used to allow institutional personnel to view specific 
geospatial data layers such as historical/real time weather and confirmed potential pest reports, 
etc. We at ISU have extensive experience in using ESRI GIS software to map disease/pest 
2003 Integrated Crop Management Conference - Iowa State University- 235 
intensity (prevalence, incidence, severity) over time (temporally) and space (geospatially) at all 
spatial scales (within-field, among fields, county, state, region). Moreover, our research team is 
a leader in publishing GIS plant pathogen/disease intensity and impact information (7, 18, 41, 
45-47, 52-55, 57, 58, 70). We are currently developing a real-time, GIS disease/pest database 
that will generate real-time GIS maps to monitor the occurrence and spatial spread of new and 
emerging pathogens and pests. 
Post introduction forensics protocols 
Efforts to date to counter agricultural bioterrorism have dealt primarily with preventing the 
introduction of new and emerging diseases and pests or the development of methods to improve 
disease/pest detection (36, 38, 39). Little attention has been given to preparedness after the 
introduction of a new or emerging plant pathogen or pest has been confirmed (39). One of 
the key post-introduction needs will be to determine if a pathogen/pest was introduced (i) 
accidentally, (ii) by natural means (long distance atmospheric transport, or (iii) by a deliberate 
act of agricultural bioterrorism. Plant disease epidemiologists will play a major role in post-
introduction forensics just as epidemiologists from the Center for Disease Control and Prevention 
(in Atlanta) play a major role in post-pathogen introduction forensics and risk assessment for 
human pathogens. Plant disease epidemiologists trained in sampling and disease assessment 
can provide valuable quantitative and qualitative information concerning (i) the presence 
of primary foci, (ii) the spatial pattern of primary foci (random, clustered, regular) , (iii) the 
presence of disease gradients, (iv) the presence or absence of disease foci (gradients) close to 
access roads, field edges, etc., ( v) the presence of disease gradients from point (foci), line, or area 
sources (which may or may not indicate that pathogen inoculum was deliberately introduced), 
(vi) sampling to determine if the introduction consists of a genetically and morphologically 
homogeneous or a heterogeneous population of isolates/strains, races , etc. (vii) the presence 
and spatial pattern of the pathogen/pest in neighboring fields (e.g. by mapping the distance of 
infected/infested fields from major interstate highways using GPS and GIS technologies). 
Generating plant disease epidemics deliberately requires relatively low technologies with the 
potential for high negative impacts. Geostatistics can be used to determine if the pattern of 
diseased fields is random or nonrandom (deliberate?). The author of this paper (Forrest W 
Nutter, Jr.) has published paper on the theoretical basis for generating plant disease epidemics 
for the purpose of quantifying the relationship between disease intensity and crop yield ( 44) . 
For example, in 1984, Nutter used a remotely piloted aircraft (in collaboration with USDN 
ARS scientist Dr. Tim Gottwald) to inoculate a field of wheat with leaf rust (Puccinia triticina) 
(formerly recondita f. sp. tritici). A population of spores (inoculum) was produced in a 
greenhouse, mixed with a special oil, and applied as an aerosol to wheat plants from a height 
just above the wheat canopy Ten days later, there was a line source of leaf rust in a wheat field 
that was 100 miles from where the spores were produced. The experiment was a success in 
that a range of disease intensities was achieved due to the disease gradient that resulted from 
the establishment of a line source of leaf rust in the center of the field. Although a few cars may 
have driven by during this inoculation, no suspicions were apparently aroused. Moreover, the 
presence of disease gradients following secondary spread (high disease intensity near the line 
source with disease intensity decreasing with respect to distance from the line source) would 
indicate a local , but possibly deliberately introduced, source of inoculum. The spatial pattern 
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of point sources (foci) along fence lines close to access roads might also indicate that a pathogen 
was deliberately introduced. Sampling protocols and chain of evidence protocols once pathogen 
isolates are obtained (for identification, sequencing, characterization, etc.) are needed. With 
appropriate sampling and timely disease/pest assessment/detection protocols, a determination 
can be made concerning introduction of a plant disease or pest was natural, accidental, or 
deliberate (bioterrorism). 
Coupling GIS, GPS, and remote sensing technologies 
The coupling of remote sensing data with GPS and GIS-referenced disease/pest data offers a 
potentially powerful monitoring and risk assessment tool for plant biosecurity in the post-
September 11 era. Quantitative, geospatially-referenced data concerning the impact of new 
and emerging plant diseases and pests on crop (plant) health and productivity are needed. Our 
laboratory works with remote sensing images (data) obtained from three platform levels (ground, 
aircraft, and satellite). 
Integrating remote sensing technologies into the day-to-day management of cropping systems 
(precision agriculture) offers tremendous new opportunities for agricultural producers to cost-
effectively narrow the yield gaps (35, 40 , 52) that presently constrain, or threaten to constrain, 
agricultural cropping systems. 
Our research group has experience in using remote sensing, GPS, and GIS technologies to 
detect, monitor, and quantify the probable impacts of plant pathogens and pests on crop yield 
and quality Assessments of plant health and productivity are currently conducted using visual 
ground-based observations for disease/pest intensity (20, 41-43, 50, 51, 56) and/or the use of 
hand-held multi-spectral radiometers (6, 18, 19, 41 , 45 , 47, 51, 53, 54, 56, 58). Although 
these methods are appropriate for within-field temporal and spatial assessments, they are both 
time- and labor-intensive. If the crop production area to be monitored and assessed is large, then 
aircraft and satellite remote sensing platforms will be required to detect and quantify disease/ 
pest-induced crop. 
Atmospheric transport models-which way did they go? 
Once a new or emerging disease or migratory endemic disease or pest is found (diagnosed), 
it is highly critical to be able to predict the local and regional and long-distance dispersal 
(transport) of the pathogen/pest. Meteorological conditions influence, and in many cases enable, 
the dispersion of plant pathogens and pests. The process of dispersion (release, transport, 
deposition) is paramount to the development of disease epidemics and pest outbreaks- without 
this process, there would be no epidemic or outbreak (5). Pathogen/pest atmospheric transport 
models provide a link between meteorological conditions combined with biological and 
physical properties of the pathogen or pest (3, 5, 10, 12 , 28, 59, 60, 62, 69, 71) . A number of 
pathogen, pest and crop-specific models have been developed to predict the spread of pathogens 
and pests (Klein, Paulitz, Fernando), however, a number of general short, meso- and long-
distance models have been proposed (21, 62, 63). These include the NOAA Air Resources 
Laboratory Hybrid Single-Particle Lagrangian Integrated Trajectory Model (HYSPLIT) and the 
MM5 Community Model that was developed at The Pennsylvania State University (http:// 
www.mmm.ucar.edu/mm5/mm5-home.html) and the National Center for Atmospheric Research 
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(http://www.ncar.ucar.edu/ncar/) . An advantage of the HYSPLIT model is that it can be used 
to model back trajectories (source of inoculum) which would be very helpful to determine 
if the pathogens/pests were disseminated by natural meteorological processes or deliberately 
introduced. 
Weather-based GIS risk assessment maps 
Once atmospheric transport models predict where a pathogen or pest is likely to have been 
dispersed beyond the point of introduction, weather-based GIS data coupled with disease/ 
pest warning models can be used to predict the probability of infection/establishment (2, 32, 
72). Disease-warning systems are management decision aids that may provide economic and 
environmental benefits (40, 73) by increasing the efficiency of pesticide use (2, 15, 29, 32, 
49, 55, 58, 68). Leaf wetness duration (LWD) is an important input to many disease-warning 
systems because the risk of epidemics of many foliar diseases is related to the duration of periods 
when free water is present on crop surfaces (23). Measuring LWD with electronic sensor is 
challenging, however, not only because of the inconvenience of installation and management of 
sensors and data loggers, but also because of the spatial variability of LWD 05-17, 65) . 
A reliable forecast of leaf wetness duration (LWD) , at least 24 hr in advance, could enhance 
the effectiveness of a disease-warning system by enabling growers to take protective actions 
before infection occurs or rainy weather prevents access to fields. For example, Shtienberg 
and Elad (68) reported that forecasted weather information was more effective than real-time 
measurements for control of Botrytis cinerea in vegetables. Private companies, (e.g., SkyBit, Inc., 
Bellefonte, PA), provide hourly, site-specific LWD forecasts using models that input forecasted 
air temperature, relative humidity (RH) , and wind speed, for periods up to 72 h into the 
future. Despite the potential advantages of using forecast data, large inherent errors may hinder 
implementation of LWD forecasts, especially for physical models, whose accuracy is highly 
dependent upon accuracy of input data (34). Magarey (1999) reported that energy balance 
model based on hourly weather estimates resulted in large errors in LWD estimation. 
It may be possible to forecast LWD more reliably when empirical LWD models are used. Kim 
et al. (26, 27) showed that an empirical model incorporating physical principles into inputs 
of wind speed was able to estimate LWD within 1 hi day, using the same kind of site-specific 
weather estimates as Magarey (34). A LWD model based on fuzzy logic may be also useful to 
predict wetness occurrence, because fuzzy logic is known for its tolerance to imprecise input and 
allows adjustment of the outcome of model using a weight value (26, 77). 
Disease/pest management, Extension, and Education Component 
The development of "Train the Trainer" workshops for "First Responders" and other stakeholders 
regarding disease/pest sampling, disease/pest assessment, sample processing, and record keeping, 
need to be developed and implemented. In addition , web-based outcomes (GIS maps for disease/ 
pest prevalence, predicted spread, weather-based disease/pest risk maps) need to be developed 
easily accessed from NPDN and Regional Plant Diagnostic Networks Web-sites. Finally, timely 
disease/pest alerts and disease/pest management recommendations need to be disseminated to 
mitigate the impacts of new and emerging (and endemic) plant diseases and pests. 
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Conclusions 
One of the basic tenets of post introduction plant biosecurity (and precision agriculture) is that 
the presence, distribution, intensity, and economic impact of any yield-reducing factor(s) must 
be known ( 40, 48, 53, 55). The development of a coordinated real-time, GIS-based reporting 
system for new and emerging (and endemic) agricultural pathogens and pests (NPDN) coupled 
with remote sensing, atmospheric transport models, and GIS weather-based disease/pest 
warning systems are extremely relevant in the era of agricultural bioterrorism. Such tools will 
help researchers, extension personnel, private industry, crop consultants, and most importantly, 
agricultural producers, implement strategies and mitigation tactics to better safeguard US 
agriculture from introduced and endemic plant diseases and pests. 
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